

Appendix 1: Auditability


Appendix 1: Auditability

The following list of possible Billing audit requirements is by no means complete.  Each implementation will have its own set of unique requirements to support its business processes.  This however is a good “flavor” of what some of the requirements are.

I. Audit Requirements

A. Important characteristics found in an auditable billing system:

1. Income integrity of the billing process exists

2. Revenue can be reasonably accounted for

3. Closely supports corporate strategic objectives

4. No “blind spots” in tracing the process flow

5. Manual interfaces to system clearly defined

B. What determines an auditable billing system:

1. Internal built-in controls to minimize potential risk

2. Proper levels of authorization are documented and demonstrated

3. Ability to locate or track events (CDRs) within the process flow

4. Proper table maintenance is achieved with effective procedures

5. Production scheduling procedures are precise and reported

6. Restart/disaster recovery processes tested and determined to be sound

7. Sufficient training and backup for all key personnel positions

II. Areas of Impact

A. Marketing 

1. Assurance of events (CDRs) completeness, accurate guiding and pricing

2. For realistic market research, trend analysis, new feature development

B. Finance 

1. Needs accurate billing interface to the G/L in order to project revenue

2. Verify credits and payments

3. Assign losses and process settlements

4. Development of cash management procedures

5. Clearly defined financial rules to drive the billing process

 Chart of financial accounts

 Currency conversion rules

 Payment posting

 Accrual accounting

 Rules for Balance Forward versus Open Invoice (Open Item)

 Financial reporting requirements

 Etc.

C. Legal

1. Requires billing system to fulfill local, national and EU Telecom laws

D. Fraud Investigation 

1. Billing “triggers”

 High toll

 Long duration calls

 Deviation from recognized calling patterns

 Etc.

E. Internal Audit

1. Aids in sampling the processing environment

2. Helps pinpoint or confirm location of problems

F. Executive Management/Board of Directors

1. Expects a tightly monitored, efficient, revenue enhancing system (revenue assurance)

G. Customer/Telecom manager

1. Expects a system responsive to inquiries, service updates and customized features

2. Assumes auditable system will minimize fraud, keep Telecom costs lower

III. Authorization

A. Authorization Characteristics

1. Defined levels of authority for billing processes

2. Published and monitored authorization schedule of approved persons

3. Periodic formal review of authority assignments

4. Updates to authority schedule controlled by senior management

5. Defined approval process for system change requests

6. Use of supporting documentation such as confirmation letters

B. Types of Authorization

1. Process authority regarding an individual step in the billing cycle

 Accountable- employee who has the final acceptance

 Responsible- employee who is responsible for processing the activity

 Consulted-employee who will consulted before final decision is made

2. Access authority to a particular part of the system (table, screen, field)

 Adding data-new records, files, parameters

 Changing data-retention of old data for verification

 Deleting data-second party confirmation

 Inquiry data -- standards for need to know  

IV. Internal Control

A. Aspects Of  Internal Control

1. Separation of responsibility, person who updates data doesn’t also verify it

2. Whenever possible, billing subsystems should be “closed loop” design

3. Manual intervention to the system flow is limited

4. Message recycling and investigation is categorized and prioritized 

5. Strict controls in place to prevent unauthorized event deletion or write off

6. Associated log or status reports to measure the effect of controls 

B. Why Strong Controls?

1. Security of data transport between physical or logical locations

2. Ability to make totals of interim batch activity during bill cycle

3. Changes to event validation criteria are closely monitored

4. Reconciliation of revenue from one process step to a prior one

5. More predictable processing environment, less chance for a user choice to impact bill cycle

6. Selection criteria ensures only authorized, reliable hardware is allowed to  support system

7. If manual procedures are used, policies state when they will be discontinued

C. Without Extensive Controls:

1. Ongoing difficulty in tracking source of software problems

2. Responsibilities for key functional areas may not be clearly defined

3. Potential for accidental or deliberate loss of revenue is increased

4. Audits can be longer, more costly, results may based on distorted assumptions  

V. Message Tracking

A. Reasons For Tracking Messages

1. Ability to trace how and where data is added/modified on the message

2. Greater assurance that messages are not accidentally lost or dropped

3. Closer review of revenue affecting activities such as credit adjustments, write-offs

4. Provides accurate picture of system efficiency for performance tuning

B. Components Of Message Tracking

1. Clear logical boundaries or “quality gates” between major system components

2. Process stage review/authorization occurs before next stage begins

3. Interim pricing or valuation of messages is made at each stage

4. An accurate message inventory  is counted at each logical system location

5. Tracking  reports display billing system activities at key points for reconciliation purposes   

C. Impact on Auditability

1. More effective way for external auditors to confirm system processes

2. Parameters, edits, table maintenance are better controlled by systems staff

3. Tracking and log reports provide an accurate and complete “snapshot” of billing system 

4. Message investigation is made more efficient, correction is expedited 

5. Able to pinpoint logical location where revenue loss can occur from drops,        write-offs, excessive credits and aged recycling   

6. Interfaces with other functional areas like Network and Customer Care are clearly identified

VI. Management Reporting

A. Types Of Reporting

1. Status- log and tracking reports reflect the actual processing activities in billing system or confirm totals of messages sent to another subsystem

2. Revenue affecting-reports that list messages dropped or written off, credits/rebates approved,  amount of unbilled messages, payments,  and outstanding receivables       

3. Aging reports- that confirm how long messages have remained in a particular process location 

4. Trend analysis-Compares current activity of key system criteria (drops, recycled messages, percent invoiced) to prior timeframes (same time last month or year – Trending history Analysis).

5. Sampling-employs a predefined sampling method to extract a random sampling of certain  types of messages. Used to confirm that guiding, pricing and discounting are working correctly.  

B. Use By Auditors

1. Internal auditors use status and sampling reports to confirm that system modifications are installed and operating as intended

2. Verify that revenue reports used by corporate finance to develop profit & loss statements are accurate and complete

3. Determine if the conclusions reached for budgetary projections from trend analysis reports are realistic

4. Evaluate aging reports to interpret ability of system and personnel to maximize throughput of  data and generate greatest revenue potential 

5. Provides a standard ongoing documentation aid for external auditors that is not dependent on manually generated information by system staff

6. Check the level of staff training by confirming if the appropriate purpose, distribution and retention of reports is occurring.
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